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Agenda

  
• Key Financial Terms to Know   

• Important Terms to Understand for the Audit Process 

• Understanding Financial Risks to Tribal governments 

• Important Matters to Know About Fraud   

• Review Important Internal Controls and Best Practices 



Key Financial Terms 
to Know 



Key Financial Terms to Understand

• Important components of Tribal financial statements 
• Statement of Net Position  
• Statement of Activities 
• Fund Financial Statements 
• Schedule of Expenditures of Federal Awards 

• What is GAAP 

• Audit terms –  
• Materiality 
• Audit Findings  
• Opinions 
• Low-risk Auditee



Key Financial Terms to Understand

Understand key components of Tribal financial 
statements: 

• What are assets, liabilities, net position (equity), 
revenues and expenditures? 

• Look for deficits in net position (equity) 
• Significant long-term debt will result in large 

amounts of interest expenses 
• Review the allocation of expenses by functions 
• General government expenses usually equals 

administration



Key Components of Tribal Financial Statements



Statement of Net Position - Example

Broken out 
between 

governmental 
and business-
type activities 

Long-term 
Liabilities – 

Current 
and Non-
current

Unrestricted 
Net Position 
–  Look for 

deficits



Statement of Activities - Example

1. Expenses by 
function netted with 
revenues 

2. Interest expense

3. Transfers 
between activities          

4. Changes in net 
position (net 
income)



Governmental Fund Balance Sheet

Broken out by 
the Tribe’s 

major funds
Governmental 

funds show 
“short-term” 

assets and 
liabilities



Statement of Revs, Exps, and Changes in 
Fund Balances – Governmental Funds
Revenues – 

money coming 
in 

Transfers – 
money (paid) 

received other 
funds 

Change in fund 
balance – “net 

income”

Expenditures – 
money paid



Schedule of Expenditures of Federal Awards 
(SEFA)

SEFA shows 
expenditures of 
all programs of 
federal money

SEFA heavily 
scrutinized by 

the federal 
government

Total could 
impact whether 

you have an audit 
or not >$750,000



Generally Accepted 
Accounting Standards 
(GAAP)



• GAAP = Generally Accepted Accounting Principles

• GAAP are a set of guidelines

• GAAP tells accountants what should be included in the financial statements

• GAAP establishes a level playing field – so that all companies account for 
transactions and report in a similar fashion

• Two primary GAAP Standard Setters 
• GASB – GAAP for governmental entities – This is what you follow 

• FASB – GAAP for commercial companies

GAAP for Tribes – THE BASICS



GAAP for Tribes – THE BASICS

• The AICPA Code of Professional Conduct, Appendix A, names the GASB as the body with 
the authority to establish accounting principles for state and local governments 
(including Tribal governments and their Casinos). 

•
• The hierarchy of GAAP for governments is set forth in GASBS No. 76 (Exhibit 1-2). 
•
• For state and local governments, GASB pronouncements take precedence over standards 

set by any other organization. 
•
• GASBS No. 62 codifies pre-November 30, 1989 accounting and reporting requirements 

contained in FASB and AICPA pronouncements that are applicable to state and local 
governments, modified, as appropriate, for governments.

https://checkpoint.riag.com/app/main/docLinkNew?DocID=iGASB:1334.1&SrcDocId=T0PPCGFS:201836a7d82a9f6df29-1&feature=ttoc&lastCpReqId=adc4d4
https://checkpoint.riag.com/app/main/docLinkNew?DocID=iPPCGFS:201836a7d82a9f6df29&SrcDocId=T0PPCGFS:201836a7d82a9f6df29-1&feature=ttoc&lastCpReqId=adc4d4&pinpnt=PPCGFS:2018a94c455d93c4560&d=d#PPCGFS%3A2018a94c455d93c4560
https://checkpoint.riag.com/app/main/docLinkNew?DocID=iGASB:1174.1&SrcDocId=T0PPCGFS:201836a7d82a9f6df29-1&feature=ttoc&lastCpReqId=adc4d4
https://checkpoint.riag.com/app/main/docLinkNew?DocID=iGASB:1174.1&SrcDocId=T0PPCGFS:201836a7d82a9f6df29-1&feature=ttoc&lastCpReqId=adc4d4


GAAP Resources
GASBS 34 

& 37

GASBS 
42

GASBS 51 GASBS 
62



Understanding the 
Audit Process and Key 
Terms



• Licensed by the States, regulated by federal and 
state government and the AICPA (American 
Institute of Certified Public Accountants) 

• Independent, unbiased, nonpolitical 

• Responsibility to all users of the financial 
statements

The Role of the External Auditor



• Are the financial statements “fairly stated” and 
“materially” correct? 

• MATERIALITY 
• Technical definition:  “Information is material if its omission or misstatement could influence the 

economic decisions of users.” 
• Plain English:  Information is material if it is big enough for the typical user to care.

The Auditor’s Report



The Auditor’s Report (page 1)
Financial statements are Management’s 

responsibility

Auditor’s responsibility is to express an 
opinion of reasonable assurance that the 
financial statements are free of material 

misstatement

Auditors use judgment & sampling –
auditors do not test everything

19



The Auditor’s Report (page 2)

Other Matters – Required Supplementary 
Information 

20

Unmodified Opinions – highest level of 
assurance



The Auditor’s Report (page 2)

21

Other Matters – Other Information – 
Combining Financial Statements



Auditor’s Report - 
Understanding 
Audit Findings



Other Auditor’s Reports (Governments)

23

GAGAS Report on Internal Control Over 
Financial Reporting and on Compliance 

and Other Matters

Report on Compliance with Requirements 
That Could Have a Direct and Material 
effect on Each Major Federal Program 

and on  Internal Control over Compliance 
in Accordance with OMB Uniform 

Guidance

• Financial Reporting Findings 
• Internal Controls, 

Compliance over FCR

• Federal Program Findings 
• Internal Controls, 

Compliance over Major 
Programs



• A deficiency in internal control exists when the design or operation of 
a control does not allow management or employees, in the normal 
course of performing their assigned functions, to prevent, or detect 
and correct, misstatements on a timely basis.  

• A material weakness is a deficiency, or a combination of deficiencies, 
in internal control, such that there is a reasonable possibility that a 
material misstatement of the Tribe’s financial statements will not be 
prevented, or detected and corrected, on a timely basis.  

• A significant deficiency is a deficiency, or a combination of 
deficiencies, in internal control that is less severe than a material 
weakness yet important enough to merit attention by those charged 
with governance

24

Audit Findings - Deficiencies in Internal 
Controls
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Deficiencies in Internal Controls - 
Spectrum



• Fraud and noncompliance that has a material effect to the 
provisions of laws or regulations 

• Noncompliance with the provisions of grants and agreements 
that has a material effect to the financial statements 

• Abuse that is material, either quantitatively or qualitatively  
• Noncompliance with federal statutes, regulations, or the terms 

and conditions with federal awards of major programs  
• Known questioned costs or likely questioned costs of 

major programs that exceed $25,000

26

Audit Findings - Noncompliance



Financial Risks of Tribal 
Governments



Probability of Noncompliance/Loss of Assets
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Debt covenant 
noncompliance

Physical asset security

Rising healthcare 
costs

Low
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Human resources 
noncompliance

Procurement and 
vendor fraud 

Credit Cards – 
administration and 
misappropriation

Improper Information 
Technology Security 

Access

Internal financial 
reporting deficiencies

Payroll reporting 
deficiencies

Management 
turnover

Significant budget 
overages

Punitive damages from 
external financial 

reporting noncompliance 

Tribal Financial Reporting Risks   

Employee turnover



Conditions That Increase Risk

•Lack of segregation of duties 

•Too much personal or implied trust
– Approval of documents without review 
– Lack of verification after system posting 
– Lack of reconciliations 

•Lack of proper follow-up  

•Weak or Lack of internal controls
• Cash, Purchasing, etc. 

•Lack of knowledge of policies and procedures



Weak Internal Controls Increase Risk Through… 

• Business Interruption - system breakdowns or catastrophes, excessive re-work to correct for 
errors. 

• Erroneous Management Decisions - based on erroneous, inadequate or misleading information. 

• Fraud, Embezzlement and Theft -by management, employees, customers, vendors, or the 
public-at-large. 

• Statutory Sanctions- penalties arising from failure to comply with regulatory requirements, as 
well as overt violations. 

• Excessive Costs/Deficient Revenues - expenses which could have been avoided, as well as loss 
of revenues to which the organization is entitled. 

• Loss, Misuse or Destruction of Assets -unintentional loss of physical assets such as cash, 
inventory, and equipment.



Information Technology Risks 

• Cybersecurity attacks
• Unlocked windows 
• Misconfigured 

systems 
• Missing patches 
• Antivirus out-of-date 
• Email phishing 
• Vendor backdoors 
• Spyware

• Systems not monitored 
• Unnecessary protocols 
• Poorly defined 

procedures 
• Stolen credentials 
• Poor password 

protection 
• Poor Disaster Recovery 
• Violations not reported



Important Matters to 
Know About Fraud



The Fraud Environment



REPORT TO THE NATIONS 2018 GLOBAL STUDY ON OCCUPATIONAL FRAUD AND 
ABUSE IN GOVERNMENTS

Fraud – The Other Employee Benefit



Fraud – The Other Employee Benefit

Asset misappropriation is still the most common form of 
fraud and “Cash Schemes” are the most common type 
of asset misappropriation. Also includes embezzlement by 
manipulating accounts or creating false invoices.

Corruption is fraud undertaken by a person entrusted with a 
position of authority and includes bribery and embezzlement. 
Political corruption occurs when an office-holder or other 
governmental employee acts in an official capacity for  
personal gain.  

Financial statement fraud is the deliberate misrepresentation  the 
of the financial condition of a government accomplished 
through the intentional misstatement or omission of amounts
and disclosures in the financial statements to deceive financial 
statement users. 



Fraud – The Other Employee Benefit

What are the most common 
occupational fraud schemes in 
government agencies?

Note: Since asset misappropriation is 
by far the most common, the report 
broke that out into subsections



Fraud – The Other Employee Benefit

How is occupational fraud initially 
detected in government agencies? 

Government fraud cases were 
discovered by “Tips” than in the next 
six detection methods combined.
 
Implementing hotlines—66% of cases 
were detected by tip when a hotline 
was in place, compared to 34% in 
government organizations without one.



Examples of Fraud

• False invoicing
• Credit card misuse
• Manipulations in the procurement process (procuring 

low quality items, receiving kickbacks for referring 
contract work)

• Theft and skimming (e.g. removing and selling 
inventory, cash, consumables, or information, 
fraudulent acceptance of goods and services, and 
receiving compensation without reporting 
transactions) 

• Fraudulent expenditure claims (e.g. using false 
receipts to claim travel and accommodation 
allowances)

 
• Theft of assets or inventory
• Financial statement fraud
• Stealing cash on hand
• Check and payment tampering 
• Expense reimbursement fraud
• Per capita payment processing 
• Billing manipulation
• Insurance claim fraud
• Construction change orders/overbilling
• Grant fund fraud
• Corruption
• Payroll fraud (e.g. adding fake employees to the 

payroll or claiming overtime for hours not worked).

Examples of Fraud Risks at Tribes



Best Practices for 
Internal Controls



Examples of Internal Controls

• Establishing an anonymous fraud reporting hotline
• Segregating duties (recording, handling and 

authorizing) 
• Those charged with governance approving large 

transactions
• Surprise audits
• Creating an internal audit department
• Rotating job duties
• Mandatory vacations
• Establishing anti-fraud policies
• Fraud training for employees and managers
• Establishing a code of conduct

 
• Conduct periodic inventory of assets
• Performing monthly reconciliation of accounts
• SOC 1 of third party administrators
• Construction project oversight 
• Establishing IT automated controls
• Oversight from more than one department
• Tone at the top 
• Periodic budget to actual variances
• Pre-employment background checks
• Limiting access to bank accounts and wire transfers
• Providing rewards to whistleblowers
• Separating human resource and payroll activities

Examples of Internal Controls at Tribes



Management’s Role…  
             …in Risk and Control
General Expectations

• Clarity in objectives and program parameters 

• Identify and manage risks 

• Design, implementation and maintenance of the control 
structure within business processes 

• Contribute direction to identify, prioritize and review risks and 
controls 

• Remedy control deficiencies 

• Periodically,  
- review results, reassess risks, test controls 
-confirm key controls are implemented and effective 
-maintain documentation to support this assessment 



Why Controls Do Not Always Work

• Inadequate knowledge of policies or governing regulations. “I 
didn’t know that!” “The rules were unclear.” 

• Inadequate segregation of duties. “We trust ‘A’ who does all of those 
things.” “Senators approve their own expenses.” 

• Inappropriate access to assets. Passwords shared, cash not secured… 

• Form over substance. “You mean I’m supposed to do something besides initial/sign 
it?” 

• Control override. “I know that’s the policy, but we do it this way.” “Just get it done; I 
don’t care how!” 

• Inherent limitations. People are people and mistakes happen. You cannot foresee 
or eliminate all risk.



8 Best Practices For Tribes  

1. "Tone at the Top." "A Tribe needs to have a culture of 
communication. Top management and council should 
have an open-door policy and proactively communicate 
the importance of ethical behavior.  

2. Segregation of Duties
Separates those who have access to the certain 
processes within the Tribe from those responsible for 
record keeping.



3. Whistleblower Policy and Hotline
Have a process in place for employees to 
anonymously report suspected fraudulent activity 

4 & 5. Rotation of Personnel and Mandatory Vacations
These two go hand in hand. The reason: often times  
in a Tribal government, fraud is perpetrated by an 
employee who is "super helpful" and single-handedly 
takes care of everything. 

Rotation of personnel also helps in cross-training 

8 Best Practices For Tribes  



6. Reconciliation and Review Process
Every Tribe should have a standard reconciliation 

and review process in place 

7 & 8  Setting of Accounting System Privileges, and 
Reviewing and Adjusting Access Levels

Payroll employees do not need access to accounts 
payable. Accounts receivable employees do not 
need access to employee records  

8 Best Practices For Tribes  



Q & A



More Moss Adams Insights and Resources are a click away
Visit our web site to find:
• More on-demand webcasts
• General and industry-specific newsletters, articles, and alerts
• RSS feeds
• Connect with us – subscribe to Moss Adams content

 

Before You Go…

https://mossadams.com/industries/government-services
https://www.mossadams.com/events
https://www.mossadams.com/insights
https://www.mossadams.com/rss-feeds
http://na-ab20.marketo.com/lp/104-MEC-742/Subscription-Center.html


Thank you for 
your time! 

The material appearing in this presentation is for informational purposes only and is not legal or  
accounting advice. Communication of this information is not intended to create, and receipt does not  
constitute, a legal relationship, including, but not limited to, an accountant-client relationship. Although  
these materials may have been prepared by professionals, they should not be used as a substitute for  
professional services. If legal, accounting, or other professional advice is required, the services of a  
professional should be sought.


